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Company: GovCIO

Location: Kuwait City

Category: computer-and-mathematical

Overview

GovCIO is currently hiring for a Cyber Security. This position will be located in ASAB, Kuwait,

SAB, KSA and UDAB, UAE. Position is an onsite position. 

Responsibilities

Correlates threat data from various sources to establish the identity and modus operandi of

hackers active in client's networks and posing a potential threat. Provides the customer with

assessments and reports facilitating situational awareness and understanding of current

cyber threats and adversaries. Develops cyber threat profiles based on geographic region,

country, group, or individual actors. Produces cyber threat assessments based on entity threat

analysis. May provide computer forensic and intrusion support to high technology

investigations in the form of computer evidence seizure, computer forensic analysis, data

recovery, and network assessments. Researches and maintains proficiency in tools,

techniques, countermeasures, and trends in computer network vulnerabilities, data hiding and

network security and encryption.

Location: ASAB, Kuwait

PSAB, KSA

UDAB, UAE

*pending contract award

#ctss

Qualifications

High School with 6 - 9 years (or commensurate experience)

https://kw.expertini.com/jobs/?utm_source=pdf_job&utm_medium=social
https://kw.expertini.com/jobs/job/cyber-security-2439-kuwait-city-govcio-b9a68310f1/?utm_source=pdf_job&utm_medium=social
https://kw.expertini.com/jobs/job/cyber-security-2439-kuwait-city-govcio-b9a68310f1/?utm_source=pdf_job
https://kw.expertini.com/jobs/search/govcio-jobs-kuwait/?utm_source=pdf_job&utm_medium=social
https://kw.expertini.com/jobs/search/jobs-kuwait-city/?utm_source=pdf_job&utm_medium=social
https://kw.expertini.com/jobs/search/computer-and-mathematical-jobs-kuwait/?utm_source=pdf_job&utm_medium=social


Clearance required: Secret

Meet certification requirement of DoD 8570.01-M or the TO AND;

Possess one or more certification from each of these groups: Group 1-Information

Technology Certification Requirements: Microsoft Certified Solutions Expert (MCSE)-Microsoft

Exchange/Windows Server or equivalent; Cisco Certified Network Associate; Cisco

Certified Network Professional (CCNP);CompTIA Linux +; Linux Professional Institute

Certification (LPIC); OR Red Hat Certified Engineer (RHCE); Group 2-IA Technology

Certification Requirements: GIAC Certified Perimeter Protection Analyst (GPPA); CompTIA

Cyber Security Analyst (CSA +); GIAC Certified Intrusion Analyst (GCIA); GIAC Certified

Windows Security Administrator (GCWN); GIAC Certified UNIX Security Administrator

(GCUX); GIAC Systems and Network Auditor (GSNA); GIAC Global Industrial Cyber

Security Professional (GICSP); Global Information Assurance Certification (GIAC) Security

Essentials Certification (GSEC); CompTIA Security +; Security Certified Network Professional

(SCNP); Systems Security, Certified Practitioner (SSCP); GIAC Security Expert (GSE);

Security Certified Network Architect (SCNA); Certification and Accreditation Professional

(CAP); GIAC Information Security Fundamentals (GISF); GIAC Security Leadership

Certification (GSLC); OR Certified Information Security Manager (CISM); AND Group 3-IAT

Level III Requirements: Certified Information Security Auditor (CISA); GIAC Certified Incident

Handler (GCIH); Certified Information System Security Professional (CISSP) or Associate;

CompTIA Advanced Security Practitioner (CASP CE); Cisco Certified Network Professional

(CCNP) - Security; GIAC Certified Enterprise Defender (GCED)

Lead-level experience in: IA technology or design, maintenance and operation of small to

medium networks; administrating corporate or business' user accounts managing mail servers,

printer servers, WWW servers, and/or firewalls; reviewing and recommending software

applications as well as identifying hardware salient characteristics and any add on devices;

systems management, monitoring and sustainment; hardware repair for servers, PCs,

peripheral equipment; software installation, maintenance and sustainment

Lead-level experience working with: tactical and strategic security issues of systems and

networks, and associated requirements specific to deployed architecture; network security,

network and systems intrusion detections, advanced devices, firewalls, and software

specific to the Department of Defense; server operations including installation, configuration,



optimization, and analyzing logs on Windows operating systems (including Server 2008/2012

and modern desktop versions); Cisco IOS, CAT OS, configuration of Cisco routers and

switches; Server operations including installation, configuration, optimization, and analyzing

logs on Unix operating systems (including Linux and Solaris)

Expert in all functions of the IAT Level I and Level II positions as defined in DoD 8570
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